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ORJLVWLFV PDQDJHPHQW DQG RWKHU NH\ IXQFWLRQDOLWLHV WR IURQWOLQH FRPEDW IRUFHV LQ DOO EUDQFKHV DUPRU DUWLOOHU\
DYLDWLRQ LQIDQWU\ LQWHOOLJHQFH FRPEDW VHUYLFH VXSSRUW DLU GHIHQVH HWF RI WKH86 $UP\  ,Q HDUO\  WKLV
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DQG $IJKDQLVWDQ DQG LQ SHDFHNHHSLQJ RSHUDWLRQV LQ %RVQLD DQG .RVRYR UHVXOWLQJ LQ PDQ\ OLYHV VDYHG ZLWK
LPSURYHG FRPEDW RSHUDWLRQV  7KH V\VWHP UHFHLYHG QXPHURXV FRPPDQGHU FLWDWLRQV VWDWLQJ WKDW ³%OXH )RUFH
7UDFNLQJ´ZDVRQHRIWKHPRVWGHFLVLYHQHZPLOLWDU\WHFKQRORJLHVRIRXUWLPHV
)%&%GHYHORSPHQWZDVPRWLYDWHGE\WKHGHVLUHWR³OLIWWKHIRJRIZDU´3ULRUWR)%&%WKHDELOLW\RIDFRPEDW
WHDPWRFRRUGLQDWHRSHUDWLRQVZDVOLPLWHGGXVWVPRNHOLQHRIVLJKWOLPLWDWLRQVRQUDGLRFRPPXQLFDWLRQVMDPPLQJ
RIUDGLRVLJQDOVDQGRYHUDOOFRQIXVLRQJHQHUDOO\SUHYHQWHGDOOEXW WKHPRVWUXGLPHQWDU\FRRUGLQDWLRQRIDFWLYLWLHV
DQGXVXDOO\SRVHGDQREVWDFOHWRDQ\VLJQLILFDQWDGDSWDWLRQWRUDSLGO\FKDQJLQJFRQGLWLRQV
7KH$UP\DGRSWHGWKHWHUP³VLWXDWLRQDODZDUHQHVV´WRGHVFULEHWKHGHVLUHGVWDWHIRUDQ\WHDPPHPEHUHYHU\RQH
RQ WKH WHDP ZDV WR NQRZ ³ZKHUH DP ,´ ³ZKHUH DUH P\ IULHQGV´ ³ZKHUH LV WKH HQHP\´ DQG ³ZKDW DUH WKHLU
FDSDELOLWLHV´ 7KHWHDPPHPEHUVZRXOGKDYHDFFXUDWHDQGWLPHO\LQIRUPDWLRQDERXWJHRJUDSKLFDOO\IL[HGHQWLWLHV
VXFKDVWKHORFDWLRQDQGVWDWXVRIPLQHILHOGVDQGFRQWDPLQDWHGDUHDV 7KHWHDPPHPEHUVFRXOGVHQGDQGUHFHLYH
GLJLWDODQGJUDSKLFDORUGHUVLVVXHDQGUHDFWWRFDOOVIRUILUHDQGFDOOVIRUVXSSRUWDQGRWKHUUHODWHGFDSDELOLWLHV7KH
NH\K\SRWKHVLV±FRQILUPHGE\VLPXODWLRQODUJHVFDOHILHOGH[SHULPHQWDWLRQDQGDFWXDOFRPEDWRSHUDWLRQV±LVWKDW
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%HIRUH WKH'LJLWDO%DWWOHILHOG HIIRUWJRWXQGHUZD\ WKH86$UP\DOUHDG\KDG DQ HVWDEOLVKHGPHWKRGRORJ\ IRU
FRQGXFWLQJ FRPEDW RSHUDWLRQV  &RQVHTXHQWO\ WKH ZRUN RQ WKH 'LJLWDO %DWWOHILHOG EHJDQ DV D ³SURFHVV UH
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ZDV FUHDWHG DQG YDOLGDWHG IRU FRPEDW RSHUDWLRQVÁ  7KH LQLWLDO VHW RI PLVVLRQ WKUHDGV IRFXVHG RQ KHDY\ IRUFH
RSHUDWLRQV ± ODUJHVFDOH DUPRU DQGPHFKDQL]HG LQIDQWU\ IRUFHV VXSSRUWHG E\ DYLDWLRQ DUWLOOHU\ DQG DLU GHIHQVH
7KHVHUHIOHFWHGDFRUHVHWRI$UP\PLVVLRQVDQGZHUHDOVRDPRQJWKHPRVWGHPDQGLQJLQ WHUPVRI WKHLUQHHGIRU
FRQVWDQWPRELOLW\ LQ WKH IDFHRI D OHWKDO HQHP\ WKUHDW /DWHU FRQFHSWVRIRSHUDWLRQ &21236 IRU VPDOOHUVFDOH
GHSOR\PHQWV HJ SHDFHNHHSLQJ LQ WKH %DONDQV VPDOO GLVSHUVHG FRPEDW WHDPV LQ $IJKDQLVWDQ ZHUH DGGHG
1HWZRUNHQDEOHGVLWXDWLRQDODZDUHQHVVEHFDPHDSRSXODUSKUDVHWRGHVFULEHWKLVQHZ³SURFHVV´
,QWKLVSURFHVV WKHNH\PLVVLRQWKUHDGVDWWKHsystem OHYHOLQYROYHDYDULHW\RILQWHUDFWLRQVRQWKHSDUWRIWKH
FRPPDQGHU RI WKH )%&%HTXLSSHG XQLW ZLWK KLJKHUPLOLWDU\ DXWKRULW\ UHVSRQVLEOH IRU HVWDEOLVKLQJ RSHUDWLRQDO
RUGHUVIRUWKHXQLWFRRUGLQDWLRQZLWKSHHU)%&%V\VWHPVRSHUDWLQJLQVXSSRUWRIQHDUE\WDFWLFDOXQLWVVXFKDVDQ
DGMDFHQWEULJDGH FRPEDW WHDP LQWHUDFWLRQVZLWKRWKHUEDWWOHILHOG DXWRPDWLRQ V\VWHPV HJ V\VWHPV WKDW SHUIRUP
VSHFLDOL]HG IXQFWLRQV VXFKDVDUWLOOHU\EDOOLVWLFFDOFXODWLRQV DVVRUWHGEDWWOHILHOG VHQVRUV DQGSHUVRQQHORSHUDWLQJ
)%&%V\VWHPVLQWDQNVMHHSVKHOLFRSWHUVDQGILJKWLQJYHKLFOHV2WKHULQWHUDFWLRQVLQFOXGHWKRVHZLWKWKHZRUOG
ZLGH )%&% PDQDJHPHQW VWUXFWXUH LPSOHPHQWHG LQ D QHWZRUN RSHUDWLRQV FHQWHU DQG WKH HQHP\ ZKR FDQ
SRWHQWLDOO\EHREVHUYHGUHSRUWHGRQDQGHQJDJHGLQPLOLWDU\DFWLRQ
0LVVLRQWKUHDGVDOVRH[LVWDWWKHLQGLYLGXDOnode OHYHO 2QHVXFKWKUHDGLQYROYHVGHYHORSLQJORFDOLQIRUPDWLRQ
IRUVKDULQJZLWKWKHFRPEDWWHDPHJRZQSRVLWLRQRZQVWDWXVORFDOO\REWDLQHGNQRZOHGJHRIWKHHQHP\VXFKDV
GDWDRQHQHP\SRVLWLRQGHULYHGIURPDODVHUUDQJHILQGHUORFDOO\GHYHORSHGDVVHVVPHQWRIHQHP\LQWHQWLRQVORFDOO\
GHYHORSHG LQIRUPDWLRQ UHJDUGLQJ JHRJUDSKLF HQWLWLHV VXFK DV UHSRUWV RI EULGJHV WKDW DUH GDPDJHG FRQWDPLQDWHG
DUHDVPLQHILHOGVDQGWKHQDSSO\LQJDSSURSULDWHDOJRULWKPVUXOHVIRUIUHTXHQF\RIGDWDVKDULQJWRPDQDJHQHWZRUN
ORDG  $QRWKHU WKUHDG LQYROYHV DFTXLULQJ LQIRUPDWLRQ IURP WKH QHWZRUN DQG WXUQLQJ LW LQWR D ORFDOO\WDLORUDEOH
³FRPPRQRSHUDWLRQDOSLFWXUH´,QWKLVUHJDUGDOOGLVSOD\VLQWKHVDPHYLFLQLW\KDYHWKHVDPHLQIRUPDWLRQDYDLODEOH
KRZHYHU HDFK YHKLFOH FRPPDQGHU FDQ WDLORU KRZ WKH GDWD DUH RUJDQL]HG DQG GLVSOD\HG WR VXLW WKHLU QHHGV DQG
FRPPDQGVW\OH³XVHUGHILQHGRSHUDWLRQDOSLFWXUH´'HIDXOWWDLORULQJRIWKHVHVHWWLQJVLVSURYLGHGEDVHGRQWKHUROH
RIDSDUWLFXODUYHKLFOHZLWKLQWKHFRPEDWWHDP³UROHEDVHGSURFHVVLQJ´7KLVVWUDWHJ\PLQLPL]HVWKHZRUNORDGRI
WKRVHZKRDUHHQJDJHG LQFRPEDWRSHUDWLRQVDQGZKRKDYH OLWWOH WLPH WR WDLORU WKHV\VWHP $IXUWKHUVHWRI
WKUHDGVLQYROYHUHTXHVWVIURP)%&%HTXLSSHGSODWIRUPVIRURIISODWIRUPUHVRXUFHVVXFKDVFDOOIRUILUHFDOOIRU
VXSSRUWDQGUHTXHVWVIRUUHVXSSO\6RPHRIWKHVHUHTXHVWVDUHJHQHUDWHGDXWRPDWLFDOO\E\WKHV\VWHPZKLOHRWKHUV
DUH JHQHUDWHG E\ WKH RSHUDWRU  $GGLWLRQDO WKUHDGV LQWHUDFW ZLWK ZHDSRQV DQG RWKHU RQERDUG V\VWHPV LQFOXGLQJ
VSHFLDOL]HGVHQVRUV
2QFH QHZ FRPEDW SURFHVVHV ZHUH IRUPXODWHG WKH TXHVWLRQ RI KRZ EHVW WR LPSOHPHQW WKH QHZ SURFHVV LH
HTXLSPHQW WUDLQLQJ SHUVRQQHO KDG WR EH DGGUHVVHG  1RW VXUSULVLQJO\ VHYHUDO FKDOOHQJHV VXUIDFHG GXULQJ
DVVHVVPHQWRIZD\VWRLPSOHPHQWWKHGLJLWDOEDWWOHILHOG
x &DSDELOLW\ LPSOHPHQWDWLRQ DFURVV WKH HQWLUH ODQG FRPEDW WHDP 7KLV ZRXOG HYHQWXDOO\ FRPSULVH
KXQGUHGV RI WKRXVDQGV RI YHKLFOHV  7KH XQLW FRVW SHU YHKLFOH WKHUHIRUH EHFDPH D PDMRU GHVLJQ
FRQVLGHUDWLRQ
x &RQQHFWLYLW\RQ WKHPRYH6LQFHFRPEDWLVFRQGXFWHGRQWKHPRYHWKHQHWZRUNWKDW SURYLGHGGDWDDQG
YRLFHFRQQHFWLYLW\KDGDOVRWRRSHUDWHRQWKHPRYHDQGWRRSHUDWHWKURXJKDYDULHW\RI³KDUVK´FRQGLWLRQV
HJIROLDJHOLQHRIVLJKWREVWUXFWLRQVMDPPLQJDQGRWKHUVRUWVRIHOHFWURQLFLQWHUIHUHQFHFRQVWDQWFKDQJHV
LQWKHFRPSRVLWLRQDQGRUJDQL]DWLRQRIWKHFRPEDWWHDP
x 0DQDJHDEOH FRJQLWLYH ORDG 7KH GHPDQGV RQ KXPDQ RSHUDWRUV RI WKH V\VWHP KDG WR EH UHDOLVWLF JLYHQ
FRPEDWVWUHVVHVGLVWUDFWLRQVDGGLWLRQDODVVLJQHGWDVNVDQGVNLOOOHYHOVRIXVHUV
x 7UXVWUHOLDELOLW\DQGDFFXUDF\%RWKUHOLDELOLW\DQGDFFXUDF\DUHSDUDPRXQWJLYHQWKHOLIHFULWLFDOQDWXUH
RIWKHPLVVLRQV7KHV\VWHPZDVWREHXVHGZKHQPDNLQJGHFLVLRQVUHJDUGLQJWKHDSSOLFDWLRQRIOHWKDOIRUFH
DQGWKHUHIRUHKDGWREHWUXVWHGWREHDFFXUDWHWLPHO\DQGFRUUHFW
x 5HVLOLHQW FRPEDW RSHUDWLRQV &RPEDW RSHUDWLRQV DUH W\SLFDOO\ FRQGXFWHG RYHU D ZLGH UDQJH RI
HQYLURQPHQWDOFRQGLWLRQVHJWHPSHUDWXUHVDQGYDU\LQJZHDWKHUFRQGLWLRQVDVVXFKFRPEDWHTXLSPHQWLV


Á7KH$UP\XVHVWKHWHUPV³FRQFHSWVRIRSHUDWLRQV´RU&21236
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VXEMHFWHG WR DYDULHW\ RIRIIQRPLQDO HQYLURQPHQWDO VWUHVVRUV VXFK DV KLJK OHYHOVRIYLEUDWLRQ VKRFN DQG
PRLVWXUH
$IIRUGDEOH6\VWHPV$SSURDFKHV
9DULRXVDIIRUGDELOLW\GULYHQV\VWHPVDSSURDFKHV WKDWH[SORLWHGNQRZOHGJHRIFRQWH[WDQGGRPDLQZHUHXVHG WR
RYHUFRPHWKHVHFKDOOHQJHV7KHVHDUHGLVFXVVHGQH[W
x &RQWH[WDZDUH QHWZRUNLQJ ± KRZ WR GHOLYHU GDWD UHOLDEO\ DQG LQ WLPHO\ IDVKLRQ IRU RSHUDWLRQDO
HIIHFWLYHQHVV WRPHPEHUV RI WKH FRPEDW WHDP RQWKHPRYH LQ FRPSOH[ WHUUDLQ DQG LQ KRVWLOH HOHFWURQLF
HQYLURQPHQWV  7KLV ZDV WKH FRUH FKDOOHQJH FRPEDW FDQ VHOGRP GHSHQG RQ FLYLOLDQ FRPPXQLFDWLRQV
LQIUDVWUXFWXUHVXFKDVWKHFHOOSKRQHQHWZRUNFHOOSKRQHWRZHUVDUHHDV\WDUJHWVFRPEDWRSHUDWLRQVRIWHQ
WDNH SODFH LQ ORFDWLRQV IDU IURPFHOO LQIUDVWUXFWXUH DQG LW LV LPSRUWDQW WREH DEOH WR FRQWURO WKH HOHFWURQLF
VLJQDWXUHRIWKHFRPEDWWHDP6SHFLILFDGYDQFHVDFKLHYHGE\)%&%LQFOXGH

o  Force-structure-aware network  $ FRQWLQXRXVO\ XSGDWHG FRPPXQLFDWLRQV QHWZRUN ZLWK GHHS
NQRZOHGJH RI WKH PLOLWDU\ IRUFH VWUXFWXUH WKDW LW LV VXSSRUWLQJ DQG WKH LQQRYDWLYH QHWZRUN
PDQDJHPHQW PHFKDQLVP WKDW HQDEOHV LW DUH WKH EDVLV IRU DFKLHYLQJ UHOLDEOH ZLUHOHVV
FRPPXQLFDWLRQVLQWHUFRQQHFWLYLW\RIWKRXVDQGVRIPRELOHSODWIRUPVZLWKORZFRVWDQGXQUHOLDEOH
UDGLRVDQGPRVWLPSRUWDQWO\ZLWKRXWDQ\SUHH[LVWLQJLQIUDVWUXFWXUHHOHPHQWVHJQRFHOOWRZHUV
IL[HGVLWH UHOD\V  ,Q WKLV FRQWH[W URXWLQJ GHFLVLRQV FRXOG EH RSWLPL]HG EHFDXVH WKH QHWZRUN LV
DZDUHRIERWKWKHXVHUVDQGWKHPLVVLRQDSSOLFDWLRQV&RJQLWLYHORDGRQXVHUVLVWKHUHE\UHGXFHG
EHFDXVHWKHQHWZRUNGHWHUPLQHVWKHPDSSLQJIURPFRPEDWWHDPUROHVHJH[HFXWLYHRIILFHURIWKH
QGEDWWDOLRQVWEULJDGHWR,3DGGUHVVHV7KLVPDSSLQJZDVFRPSOH[DQGG\QDPLFDQGQHZVRUWVRI
GHFLVLRQVXSSRUWDOJRULWKPVKDGWREHFUHDWHGLQRUGHUWRDXWRPDWHWKLVSURFHVVZLWKKLJKFUHGLELOLW\

o Adaptive communicationprotocolsLQFOXGLQJXQLFDVWURXWLQJWKDWGHWHUPLQHVWKHURXWHDWWKHWLPH
RIWKHVHUYLFHUHTXHVWUDWKHUWKDQEDVHGRQFDFKHGGDWDZKLFKLVKRZWKH,QWHUQHWZRUNVUHOLDEOH
PXOWLFDVW WKDW ZRUNV RYHU ORZEDQGZLGWK FRPPXQLFDWLRQV TXDOLW\RIVHUYLFH SURYLVLRQ RYHU
FRPPXQLFDWLRQVEHDUHUVQRWGHVLJQHGWRSURYLGHTXDOLW\RIVHUYLFH4R6DQG,QWHUQHW3URWRFRO,3
KHDGHU FRPSUHVVLRQPHFKDQLVPVZKLFK ULGHRQ WRSRI VWDQGDUG ,3PHFKDQLVPV DQG LQWHURSHUDWH
ZLWKFRPPHUFLDOSURWRFROVHJ7&3263)%*3HWFDWWKHHGJHRIWKHPRELOHQHWZRUN

x +XPDQ FDSDELOLWLHVDZDUH IXQFWLRQ DOORFDWLRQ DQG KXPDQV\VWHPV LQWHJUDWLRQ ± +XPDQPDFKLQH
IXQFWLRQ DOORFDWLRQ LV D NH\ DVSHFW RI PD[LPL]LQJ MRLQW KXPDQPDFKLQH SHUIRUPDQFH ZKLOH DVVXULQJ WKDW
WDVNV DVVLJQHG WR KXPDQV GR QRW H[FHHG KXPDQ FRJQLWLYH OLPLWDWLRQV$OVR LW ZDV LPSHUDWLYH WKDW
VROGLHUVZHUHQRW WDVNHG WRPRQLWRUDQGRSHUDWHFRPSXWHUV LQ WDQNVRQD IXOOWLPHEDVLV  7KLV LVEHFDXVH
KXPDQVDUHLOOVXLWHGWRPRQLWRULQJLQIUHTXHQWHYHQWVRUSHUIRUPPXOWLSOHFRQFXUUHQWDFWLYLWLHV+XPDQV
DUH DOVR SRRU DW PXOWLWDVNLQJ DQG FRQWH[WVZLWFKLQJ HYHQ WKRXJK FLUFXPVWDQFHV FDQ DULVH ZKHQ PXOWL
WDVNLQJLVXQDYRLGDEOH7KHNH\FKDOOHQJHZDVGHWHUPLQLQJKRZEHVW WRGHVLJQWKHLQIRUPDWLRQDQGWKH
RSHUDWLRQVRIWKHV\VWHPVRDVWRDGGYDOXHZLWKLQWKHFDSDELOLWLHVWLPHFRQVWUDLQWVFRJQLWLYHOLPLWDWLRQVDQG
DFFHSWDEOHVWUHVVOHYHOVRIWKHXVHUV

x $IIRUGDEOHRSHUDWLRQV LQFRPEDWHQYLURQPHQW±'R'KDVEHHQEXLOGLQJFRPSOH[HOHFWURQLFVFDSDEOHRI
RSHUDWLQJLQGHPDQGLQJSK\VLFDOHQYLURQPHQWVHJYLEUDWLRQVKRFNKHDWFROGJODUHRIDFRPEDWYHKLFOH
IRUTXLWHVRPHWLPHEXWDWXQDIIRUGDEOHSULFHV7RILHOGWKLVFDSDELOLW\DWDQDIIRUGDEOHSULFHLQ
YHKLFOHV UHTXLUHG D ; SULFH UHGXFWLRQ SHU XQLW FRPSDUHG WR WKH VWDWXV TXR LQ IDFW D EHWWHU WKDQ ;
UHGXFWLRQ ZDV DFKLHYHG  7KLV DGYDQFH ZDV HQDEOHG E\ QRYHO WHFKQRORJ\GULYHQ PHWKRGV WKDW HQDEOHG
RSHUDWLRQV LQ WKH SUHVHQFH RI YLEUDWLRQ VKRFN DQG KHDW DQG D VWUDWHJ\ FDOOHG ³PRGHUQL]DWLRQ WKURXJK
VSDUHV´7KH ODWWHUHQDEOHG WKHXVHRIFDUHIXOO\VHOHFWHGFRPPHUFLDOHOHFWURQLFVSDUWVZKLOHFLUFXPYHQWLQJ
WKHQHHGWRPDLQWDLQDQLQYHQWRU\RIREVROHWHSDUWVIRU\HDUV

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x 6RIWZDUH GHSHQGDELOLW\ DQG UHOLDELOLW\ ± 7KHUH ZDV DQ H[SHFWDWLRQ WKDW RQFH HVWDEOLVKHG WKH QHWZRUN
ZRXOGEHDYDLODEOHRIWKHWLPHVXUYLYLQJLQGLYLGXDOYHKLFOHIDLOXUHVDQGFRQWLQXLQJWRRSHUDWHDVWKH
IRUFHPRYHG UHFRQILJXUHG DQG UHFRQVWLWXWHG LWVHOI DW UDWHVZHOO EH\RQG WKH UDWHRI FKDQJHRI FRPPHUFLDO
FRPPXQLFDWLRQVDQGFRPSXWHUQHWZRUNV,QUHVSRQVHWRWKLVFKDOOHQJHWKH'LJLWDO%DWWOHILHOGSURMHFWFUHDWHG
QHZWHFKQLTXHVIRUFRQWUROOLQJFRPSOH[QHWZRUNVDQGDGDSWLQJWKHFRQILJXUDWLRQG\QDPLFDOO\LQUHVSRQVHWR
WKHQHHGVRIWKHFRPEDWIRUFHZLWKUHODWLYHO\PRGHVWDFWLRQVUHTXLUHGRQWKHSDUWRIWKHRSHUDWRUV$OVRWKH
ODUJH DPRXQW RI RQERDUG VRIWZDUH QHHGHG WR EH XOWUDUHOLDEOH  7R DFFRPSOLVK WKLV LQQRYDWLYH WHFKQLTXHV
ZHUHHPSOR\HGWRSDUWLWLRQODUJHVRIWZDUHGHYHORSPHQWVLQWRPDQDJHDEOHZRUNSDFNDJHVZKLFKPDWFKHGWKH
DVVLJQHGZRUN WR WKH WDOHQWDYDLODEOHZLWKLQ UHDOZRUOG WHDPV $OVR WHFKQLTXHVZHUHFUHDWHGIRUVRIWZDUH
LQWHJUDWLRQ ULVN UHGXFWLRQ WKURXJK GHVLJQ VWUDWHJLHV WKDW VHSDUDWHG IXQFWLRQDO PRGXOHV IURP HOHPHQWV
FRQWUROOLQJG\QDPLFVRIWZDUHEHKDYLRU6XFFHVVIXOUHDOL]DWLRQRIWKLVFDSDELOLW\VLJQLILFDQWO\LPSURYHGWKH
UHOLDELOLW\ RI ODUJHVFDOH VRIWZDUH DSSOLFDWLRQV ZKLOH DOVR LPSURYLQJ WKH SUHGLFWDELOLW\ RI VRIWZDUH
GHOLYHULHV
6SHFLILF HQJLQHHULQJ WUDGHRIIV ZHUH FRQGXFWHG WR DGGUHVV WKH DIRUHPHQWLRQHG LVVXHV DQG WR GR VR ZLWKLQ D
VFKHGXOHILUVWSULRULW\VFKHPH7KH$UP\EHOLHYHGWKDWLWKDGDFKLHYHGDOHYHORIRUJDQL]DWLRQDOFRQVHQVXVWR³WHVW
GULYH´WKHGLJLWDOEDWWOHILHOGFRQFHSWDQGZDQWHGWRUHDFKDOHYHORIVXFFHVVEHIRUHWKHFRQVHQVXVGLVVLSDWHGDQGRUZ
GLVWUDFWLQJHYHQWV VFXWWOHGSODQV 7KH$UP\¶VJRDOZDV WRJHW WKURXJK WKHH[SHULPHQWDOSKDVHGHYHORSPHQW DQG
UHDFKWKHPLOHVWRQHRIILUVWXQLWHTXLSSHGHJWKHLQLWLDOIRUPDOILHOGLQJWRDQRSHUDWLRQDOXQLWLQDERXWIRXU\HDUV
7KLV GXUDWLRQ LV DURXQG RQHWKLUG RI WKH WLPH LW W\SLFDOO\ WDNHV IRU D FRPSOH[ ZHDSRQ V\VWHP WR SURFHHG IURP
LQLWLDWLRQWRILUVWXQLWHTXLSSHG2QFHWKHSURMHFWJRWXQGHUZD\ULVNVZHUHLGHQWLILHGDQGPXOWLSOHDSSURDFKHVZHUH
IXQGHGDQGFDUULHGWKURXJKWRGHYHORSPHQWIRUDQXQXVXDOO\ORQJWLPHIRUH[DPSOHWKUHHYHUVLRQVRIWKHYHKLFOH
PRXQWHGFRPSXWHUSDUWLFLSDWHGLQWKHLQLWLDOH[SHULPHQW1RQFRUHFDSDELOLWLHVZHUHGHIHUUHGWRPDLQWDLQVFKHGXOH
IRU WKH FRUH VLWXDWLRQDO DZDUHQHVV FDSDELOLW\  ,WZDV UHFRJQL]HG WKDW LQ WKH HYHQWRI WRWDO VXFFHVV DQG WKHUHIRUH
ILHOGLQJ WKH V\VWHP IRU WKH HQWLUH$UP\ WKDW WKHPDMRULW\ RI WKH FRVWVZRXOG EH LQFXUUHG DIWHU GHYHORSPHQWZDV
FRPSOHWH HJ GXULQJSURGXFWLRQ RSHUDWLRQV DQG VXSSRUW DQG WKH FRVWVZHUHPDQDJHG DFFRUGLQJO\ $V D UHVXOW
GHYHORSPHQWHIIRUWZDVVSHQWERWKRQDUHGXFLQJWKHDQWLFLSDWHGSURGXFWLRQFRVWVRI WKHFRUHPLVVLRQHTXLSPHQW
HVSHFLDOO\WKHYHKLFOHPRXQWHGFRPSXWHUDQGEUHGXFLQJWKHDQWLFLSDWHGRSHUDWLRQVFRVWVSULPDULO\E\FUHDWLQJD
PRGHUQL]DWLRQWKURXJKVSDUHVVWUDWHJ\ZKHUHLQWKHV\VWHPZDVGHVLJQHGVRWKDWROGIDLOHGSDUWVHJGLVNGULYHV
FRXOGEHUHSODFHGZLWKQHZHUSDUWV2OGSDUWVZRXOGQRWKDYHWREHVWRFNSLOHGIRU\HDUVLPSURYHGFDSDFLW\FRXOGEH
SURYLGHGWKURXJKWKHXVHRIQHZHUSDUWV7RDFFRPSOLVKWKLVGHVLJQKDGWRLVRODWHWKHLPSDFWRIVXFKSDUWVFKDQJHV
IURP WKH W\SLFDO ³ULSSOH´ DFURVV WKH V\VWHP HJ DYRLGLQJ WKH QHZ IRU VLJQLILFDQW UHWHVWLQJ RI HOHFWURPDJQHWLF
FRPSDWLELOLW\RIWHPSHUDWXUHFRPSDWLELOLW\DYRLGLQJWKHQHHGWRUHFHUWLI\DLUZRUWKLQHVVDQGVDIHW\DQGVRIRUWK
0DQ\VWDNHKROGHUVDFURVVWKH$UP\ZHUHLQYROYHGZKHQDSSURYLQJDGHVLJQWKDWPHWWKHVHFULWHULD
0HWKRGRORJLFDO3HUVSHFWLYH
7KH86$UP\KDGDQHVWDEOLVKHGPHWKRGRORJ\IRUGHYHORSLQJFRPEDWV\VWHPV 7RLQFRUSRUDWH WKHIRUHJRLQJ
6	7DGYDQFHVZKLOH VLPXOWDQHRXVO\ WUDQVIRUPLQJ WKHPHWKRGRORJ\ D IRUPDO V\VWHPGHYHORSPHQW DQGHYDOXDWLRQ
IUDPHZRUNZDVFUHDWHGWRJXLGH)%&%GHYHORSPHQWDQGGDWDFROOHFWLRQ
7KH RYHUDOO PHWKRGRORJ\ ZDV LQIRUPHG DQG PRWLYDWHG E\ WKH 86 $UP\¶V K\SRWKHVLV ³7KH XVH RI GLJLWDO
LQIRUPDWLRQGRZQWRWKHORZHVWHFKHORQVRIWKHFRPEDWWHDPZRXOGLPSURYHFRPEDWHIIHFWLYHQHVV´7KHUHDIWHUD
IRUPDO H[SHULPHQWDOPHWKRGRORJ\ZDV HVWDEOLVKHG WKDW HPSOR\HG GLJLWDO IRUFHRQIRUFH H[HUFLVHV WHUPHG ³$UP\
ZDUILJKWLQJH[SHULPHQWV´DWYDULRXVVL]HVDQGHFKHORQVHPSOR\LQJDFWXDOFRPEDWXQLWVDQGH[WHQVLYHFRQWUROVDQG
LQVWUXPHQWDWLRQ3XUVXDQWWRWKDWDPHDVXUHPHQWDQGLQVWUXPHQWDWLRQIUDPHZRUNIRUGDWDFROOHFWLRQDQGDQDO\VHV
ZDVHVWDEOLVKHG
7KH$UP\GHVLJQDWHGDQDFWLYHGXW\FRPEDWXQLWWKHWK,QIDQWU\'LYLVLRQDVWKH$UP\¶V³([SHULPHQWDO)RUFH´
WKHXQLWUHWDLQHGLWVUROHDVDZDUILJKWLQJIRUFHWKHGLYLVLRQSDUWLFLSDWHGLQFRPEDWPLVVLRQVGXULQJWKLVWLPH7KH
GLYLVLRQ FRPPDQG ZDV LQFHQWLYL]HG WR FRQGXFW WKH H[SHULPHQWDWLRQ 6SHFLILFDOO\ WKHLU HIILFLHQF\ UDWLQJV DQG
SURPRWLRQVZHUHGHWHUPLQHGLQSDUWE\KRZZHOOWKHLUXQLWVVXSSRUWHGWKHH[SHULPHQWDWLRQSURFHVVWKH\ZHUHnot
UDWHGRQWKHRXWFRPHRIWKHH[SHULPHQWV+LJKOLJKWVRIWKHGHYHORSPHQWDSSURDFKDUHGLVFXVVHGQH[W
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x $Q LQFUHPHQWDO VSLUDO GHYHORSPHQWPRGHOZDV DGRSWHG $NH\ LQQRYDWLRQZDV WKDW HDFKPDMRU
UHOHDVHZDVVHQWWRDFWXDOZDUILJKWLQJXQLWVIRUDVVHVVPHQWLQDGGLWLRQLQDVXUSULVLQJGHSDUWXUHIURP
SROLF\ WKHFRQWUDFWRUOHGGHYHORSPHQW WHDPZDVJLYHQXQSUHFHGHQWHGDFFHVV WRZDUILJKWHUV WRH[WUDFW
DQGGRFXPHQWOHVVRQVOHDUQHG
x &KDQJHVVXJJHVWHGE\ZDUILJKWHUVZHUHDGGUHVVHGWRWKHH[WHQWSRVVLEOHLQWKHYHU\QH[WLQFUHPHQW
VSLUDORIFDSDELOLW\:DUILJKWHUVZHUHHQFRXUDJHGE\WKHIDFWWKDWWKHLUIHHGEDFNZDVLQIOXHQFLQJWKH
GHYHORSPHQWSURFHVV
x 2SWLRQVZHUHFDUULHGDV ODWHDVIHDVLEOHWRPD[LPL]HIOH[LELOLW\7KHGHVLJQLPSOHPHQWDWLRQWUDGH
VSDFH PDQDJHPHQW VWUDWHJ\ DOORZHG DOWHUQDWLYHV WR EH FDUULHG IRU DV ORQJ DV SRVVLEOH LQWR WKH
GHYHORSPHQW F\FOH 7KLV VWUDWHJ\ ZDV HVVHQWLDO GXH WR WKH KLJK ULVN DVVRFLDWHG ZLWK PXOWLSOH
FRQFXUUHQW VFLHQWLILF ILQGLQJV  WHFKQRORJLFDO DGYDQFHV EHLQJ LQWURGXFHG VLPXOWDQHRXVO\ GXULQJ
GHYHORSPHQW
x $ FRQWLQXRXV GHYHORSPHQW DVVHVVPHQW DQG DGMXVWPHQW F\FOH ZDV LPSOHPHQWHG LQ WKH QHZ
ZDUILJKWLQJSURFHVVDQGPLVVLRQWKUHDGV
x $SDUDOOHO VSLUDOPRGHOZDV LPSOHPHQWHG WRGHWHUPLQH WKHPLOLWDU\ZRUWKRI HDFKQHZ WHFKQRORJ\
ZKLOHPLWLJDWLQJULVNV7HVWDQGHYDOXDWLRQZDVERWKGLIILFXOWDQGODGHQZLWKULVNEHFDXVHWKHSURJUDP
VWDUWHGZLWKRXWDJUHHPHQWDPRQJWKHVWDNHKROGHUVRIKRZWKHRSHUDWLRQDOYDOXHRI WKHQHZFDSDELOLW\
FRXOGVKRXOGEHPHDVXUHG7KLVSDUDOOHOSURFHVVDOORZHGGHYHORSHUVDQGRSHUDWLRQDODVVHVVRUVWRUHDFK
DJUHHPHQWRQWKHDSSURSULDWHPHWULFVIRUPHDVXULQJRSHUDWLRQDOYDOXHERWKLQWHFKQLFDOWHUPVHJ³6$
YLVLELOLW\´DQG LQRSHUDWLRQDO WHUPVHJ ³ORVVH[FKDQJHUDWLR´ )XUWKHUPRUH LWZDVDJUHHG WR VKDUH
WHVWLQVWUXPHQWDWLRQDFURVVERWKGHYHORSHUVDQGRSHUDWLRQDODVVHVVRUV7KHUHDIWHUPXOWLSOHLQGHSHQGHQW
WHDPV GHVLJQHG EXLOW DQG XWLOL]HG WKHLU RZQ WRROV WR DQDO\]H WKHLU UHVSHFWLYH GDWD  7KLV VWUDWHJ\
HQVXUHGLQGHSHQGHQFHRIDQDO\VLVZKLOHDOVRDIIRUGLQJWKHRSSRUWXQLW\IRUWHDPVWRFULWLTXHDQGOHDUQ
IURPHDFKRWKHU
&RQFOXVLRQVDQG2XWORRNIRUWKH)XWXUH
5.1. Evaluation Results 
7KH)%&%ZDVYDOLGDWHGWKURXJKDVHULHVRI$UP\:DUILJKWLQJ([SHULPHQWV$:(KHOGLQWKHWKURXJK
 WLPHIUDPH  7KH UHVXOWV ZHUH FRQVLGHUHG FRQYLQFLQJ DV HYLGHQFHG E\ WKH IROORZLQJ TXRWH IURP DQ $UP\
DVVHVVPHQWUHSRUW

³2QHRIWKHPRVWSRZHUIXOLQLWLDWLYHVHPHUJLQJIURPWKHWDVNIRUFH$:(ZDVVLWXDWLRQDODZDUHQHVV8VLQJ
DSSOLTXpFRPSXWHUVDQGWKHWDFWLFDOLQWHUQHWXQLWFRPPDQGHUVVPDOOXQLWOHDGHUVDQGLQGLYLGXDOYHKLFOHV
ZHUHDEOHWRVKDUHLQIRUPDWLRQDERXWERWKIULHQGO\DQGHQHP\IRUFHVUHGXFLQJWKHKLVWRULFDOIRJRIZDU´

$VH[SHFWHGPDNLQJQHZWHFKQRORJLHVVXLWDEOHDQGHIIHFWLYH IRU WKHKXPDQFRPSRQHQWRI WKHV\VWHPLH WKH
ZDUILJKWHUVSUHVHQWHGVHYHUDOFKDOOHQJHV:DUILJKWHUVZKRKDGUHFHLYHGH[WHQVLYHWUDLQLQJRYHUWKHFRXUVHRIWKHLU
FDUHHUVLQWKH³ROG´ZD\RIFRQGXFWLQJFRPEDWLQLWLDOO\UHVLVWHGWKHLQVHUWLRQRI)%&%LQWRWKHLUFRPEDWSODWIRUPV
EHFDXVHWKLVLQVHUWLRQUHTXLUHGDVLJQLILFDQWFKDQJHLQWDFWLFVWHFKQLTXHVDQGSURFHGXUHV773V$FFRUGLQJWRWKH
UHVHDUFKFRQGXFWHGE\WKH$UP\5HVHDUFK,QVWLWXWHLQ

³   DV VROGLHUV DQG OHDGHUV EHFDPH PRUH IDPLOLDU ZLWK WKH WHFKQRORJ\ DQG LWV XVH WKH\ EHFDPH OHVV
WKUHDWHQHGE\LWDQGDSSUHFLDWHGPRUHWKHSRVLWLYHLPSDFWLWZRXOGKDYHRQWKHPWKHLUXQLWVDQGWKH$UP\
DVDZKROH´

%\WKH/LPLWHG8VHU7HVWERWKWHFKQLFDOSHUIRUPDQFHDQGZDUILJKWHUDFFHSWDQFHZHUHFRQVLGHUDEO\KLJKHU
%\EDVHGRQWKHOHVVRQVOHDUQHGUHSRUWIURPWKHLQLWLDOXVHRI)%&%LQKHDY\FRPEDWRSHUDWLRQVWKHUHZDV
HQWKXVLDVWLFDQGZLGHDFFHSWDQFH7KHFRQFXUUHQWWHFKQRORJ\PDWXUDWLRQDQGLQFUHDVHLQXVHUDFFHSWDQFHWKDWZDV
DFKLHYHGRYHUWLPHLVDOZD\VGHVLUHGEXWVHOGRPUHDOL]HG
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:LWK )%&% WKH FRUH RI WKH GHVLUHG WHFKQLFDO FDSDELOLW\ ZDV UHDOWLPH VLWXDWLRQDO DZDUHQHVV  /7* 7KRPDV
0HW]ZKRDW WKH WLPHRI WKHRULJLQDO H[SHULPHQWVZDVDFRORQHO LQ WKH WDFWLFDOXQLW WKDW IRUPHG WKHH[SHULPHQWDO
IRUFHVWDWHGLQDDUWLFOH

³$WWKHKHDUWRIWKLVH[SHULPHQWZDVQHDUUHDOWLPHORFDWLRQNQRZOHGJHRIIULHQGO\XQLWVGRZQWRLQGLYLGXDO
YHKLFOHVDQGLQVRPHFDVHVLQGLYLGXDO6ROGLHUV7KHH[SHULPHQWSURYHGWKDW³:KHUH,DP´DQG³ZKHUHP\
EXGGLHV DUH´ LV SRZHUIXO LQIRUPDWLRQ IRU FRPEDW OHDGHUV  /HDGHUV DW DOO HFKHORQV EHFDPH FRQYLQFHG WKDW
LQIRUPDWLRQDJHWHFKQRORJ\ZRXOGKHOSRXUVROGLHUVOHDGHUVDQGIRUPDWLRQVEHFRPHPXFKPRUHFDSDEOH´

)%&% DFKLHYHG D IRUPDO ORZUDWH LQLWLDO SURGXFWLRQ GHFLVLRQ PLOHVWRQH LQ DSSUR[LPDWHO\ WKUHH \HDUV ±
SUDFWLFDOO\XQSUHFHGHQWHGIRUDQHZFRPSOH[ZHDSRQV\VWHP7KHV\VWHPDFKLHYHGDXQLWFRVWZHOOEHORZWKHXQLW
SURGXFWLRQ FRVW WDUJHW 8VHU DVVHVVPHQW VKRZHG WKDW WKH UHVXOWDQW V\VWHPZDV GHHPHG HDV\ WR XVH  ,Q IDFW WKH
WUDLQLQJWLPHUHTXLUHGGXULQJWKHLQLWLDOPDMRUFRPEDWGHSOR\PHQWVZDVIDUlessWKDQWKDWRULJLQDOO\HQYLVLRQHG
5.2. Critical Success Factors and Lessons Learned 
)%&% VKRZHG WKDW D FRPSOH[ GHYHORSPHQW WKDW LQFRUSRUDWHGPXOWLSOH VLPXOWDQHRXV VFLHQWLILF WHFKQRORJLFDO
GRFWULQDO WUDLQLQJ DQGKXPDQIDFWRUV DGYDQFHV FRXOG LQ IDFW VXFFHHG DQG GR VRZLWKLQ DPRGHVW DQGSUHGLFDEOH
WLPHIUDPHDQGEXGJHW .H\IDFWRUV WKDWFRQWULEXWHGWRWKLVVXFFHVV LQFOXGHGDDVWURQJ WRSGRZQFRPPLWPHQW
ZLWKLQWKH$UP\WRWKHSURJUDPLQFOXGLQJWKHZLOOLQJQHVVWRGRVHYHUDORIIQRPLQDOWKLQJVWRDFKLHYHVXFFHVVHJ
DOORZWKHGHYHORSPHQWFRQWUDFWRUDFFHVVWRDFWXDORSHUDWLRQDOWDFWLFDOXQLWVJRIRUZDUGWRFHUWLI\LQJDXWKRULWLHVZLWK
D UDGLFDO QHZ QHWZRUN VHFXULW\ PRGHO DQG VR IRUWK E HVWDEOLVKPHQW DQG XWLOL]DWLRQ RI D IRUPDO H[SHULPHQWDO
PHWKRGRORJ\FHPSRZHUPHQWRIWKHGHYHORSPHQWWHDPWRLPSOHPHQWDQXPEHURIPHWKRGRORJLFDOLQQRYDWLRQVLQ
FRQMXQFWLRQZLWKDOORIWKHWHFKQRORJLFDOLQQRYDWLRQVGDZLOOLQJQHVVWRFDUU\PXOWLSOHRSWLRQVLQWKHGHVLJQWUDGH
VSDFHIRUDQXQXVXDOO\ORQJWLPHWRPLWLJDWHDVLJQLILFDQWSRUWLRQRIHDFKULVNLWHPEHIRUHGRZQVHOHFWLQJWRDVLQJOH
SUHIHUUHGDSSURDFKHDZLOOLQJQHVV WRSXVKH[SHULPHQWV WR WKHSRLQWRI IDLOXUH WRXQFRYHUEHKDYLRUDOERXQGDULHV
WHFKQLFDO VFLHQWLILF KXPDQIDFWRUV I D ZLOOLQJQHVV WR PDQDJH WKH SURJUDP ZLWK VFKHGXOH DV WKH LQGHSHQGHQW
YDULDEOHDQGEHLQJZLOOLQJWRDGMXVWWKHRUGHUDQGWLPLQJRIVSHFLILFFDSDELOLWLHVWRNHHSRQVFKHGXOH$GKHULQJWR
VFKHGXOHZDVYLWDOIRUPDNLQJWKHLQWHUDFWLRQZLWKWKHRSHUDWLRQDOWDFWLFDOXQLWVHIIHFWLYHEHFDXVHRIWKHLQIOH[LELOLW\
LQWKHLUSODQQLQJVFKHGXOHV6HYHUDORIWKHVHSRLQWVZHUHUHFRJQL]HGLQDQ$UP\6FLHQFH%RDUGVWXG\FRQGXFWHGLQ

5.3. Civilian Sector Benefits 
7KHEHQHILWVRIWKH)%&%V\VWHPJREH\RQGWKHPLOLWDU\H[WHQGLQJLQWRWKHFLYLOLDQVHFWRU)RUH[DPSOHPDQ\
RI)%&%¶VFDSDELOLWLHVKDYHIRXQGWKHLUZD\LQWRFRQVXPHUHOHFWURQLFV6SHFLILFDOO\)%&%SLRQHHUHGWKHILHOGRI
*36HQDEOHGPRELOHGHYLFHV)%&%ZDVWKHILUVWV\VWHPWRRSWLPL]HLQWHUQHWXQLFDVWSURWRFROVHJ7&3IRUXVH
RQORZEDQGZLGWKZLUHOHVVQHWZRUN)%&%LQYHQWHGPDQ\RIWKHFRUHFRQFHSWVQRZLQZLGHXVHIRUSHUIRUPLQJ
VHFXULW\DGPLQLVWUDWLRQDQGFRQWURO WDVNVUHPRWHO\HJ UHPRWH ORFNDQGRUHUDVHRIDPRELOHGHYLFH)%&%
LQYHQWHG WHFKQLTXHV QRZZLGHO\ HPXODWHG IRUPDQDJLQJ DQG DGPLQLVWHULQJ D ODUJH QHWZRUNRIZLUHOHVV GHYLFHV
$QGILQDOO\)%&%LQYHQWHGWHFKQLTXHVIRULQFUHDVLQJEDWWHU\OLIHRQ*36HQDEOHGGHYLFHV
5.4. Path Forward 
,Q  D YDULDQW RI WKH V\VWHPZDV LQWURGXFHG WKDWPDGH XVH RI GLUHFWWRVDWHOOLWH FRPPXQLFDWLRQV OLQNV LQ
DGGLWLRQWRWKHOLQHRIVLJKWUDGLROLQNVRIWKHRULJLQDOYHUVLRQ7KLVYDULDQWLVPRUHHIIHFWLYHLQVXSSRUWVPDOOHUOHVV
GHQVHGHSOR\PHQWV DQGRSHUDWLRQV LQ FRPSOH[ WHUUDLQZKHUH OLQHRIVLJKWPDNHEH REVFXUHG 5HFHQWO\ D VLQJOH
VKDUHGYHUVLRQKDVEHHQDGRSWHGE\ERWKWKH$UP\DQGWKH0DULQH&RUSV2WKHUUHFHQWFKDQJHVLQFOXGHLQWHJUDWLRQ
ZLWKDZLGHUDQJHRIEDWWOHILHOGGHYLFHVUDQJLQJIURPYHKLFOHVHQVRUVWRVPDOOXQPDQQHGDLUYHKLFOHV
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5HFHQWO\ DGYDQFHV PDGH LQ SODWIRUPEDVHG HQJLQHHULQJ V\VWHPV LQWHJUDWLRQ   DQG V\VWHPVRIV\VWHPV
LQWHJUDWLRQFDQEHH[SHFWHGWRIXUWKHUDGYDQFHWKHFDSDELOLWLHVRIWKH'LJLWDO%DWWOHILHOG$OVRDGYDQFHVLQHOHJDQW
V\VWHPVGHVLJQDQGHQJLQHHULQJZLOOEHFRPHNH\HQDEOHUVRIGHDOLQJZLWKFRPSOH[LW\RQWKH'LJLWDO%DWWOHILHOG
$SSURYDOIRU3XEOLF5HOHDVH
7KHGHVFULSWLRQVRIWKH)%&%V\VWHPLQFOXGHGLQWKHDERYHZHUHFOHDUHGIRUSXEOLFUHOHDVHE\WKH$UP\)%&%
SURMHFWRIILFHDQGWKH86$UP\6HFXULW\2IILFHDWWKH$EHUGHHQ3URYLQJ*URXQGV$SULOIRUXVHLQ6LHJHO

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